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About the speaker

* Dr. Nestori Syynimaa
.+ ClO @ Cities surrounding Tampere
 Lecturer @ University of Jyvaskyla
e Owner @ Gerenios Ltd

s ° MCITP, MCSA, MCT, MS Certified Expert
l - Author of AADInternals

- www.linkedin.com/in/nestori

* http://0365blog.com
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http://o365blog.com/aadinternals/
http://www.linkedin.com/in/nestori
http://o365blog.com/

Contents

e Introduction to AADInternals
* Why did | do it?
« How the cloud works?

e Examples:

« Get-AADINntServiceLocations
Set-AADIntUserpPassword
Get-AADIntOneDriveFiles
Invoke-AADIntUserEnumerationAsGuest
Invoke-AADPhishing
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Introduction to

AADInternals
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AADInternals

 PowerShell module (33778 lines of code)

« Admin & hacking toolkit for Azure AD & Office 365

* Open source:

* https://github.com/gerenios/aadinternals
* https://0365blog.com/aadinternals/

 Easy to install & use:

PS C:\> Install-Module AADInternals

PS C:\> Import-Module AADInternals
A e AV A e
2 I R A B R A A A A VA

/N N

/)N /NN I\,

v0.4.4 by @NestoriSyynimaa - Cloud Identity Summit 2020 edition

——


https://github.com/gerenios/aadinternals
https://o365blog.com/aadinternals/

Why did | do it?
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-
Why did | do it?

* | have a dev background (since 1980's)

* MCT since 2014 - keen to know how things work under-the-
hood

* | wanted to:

- Make people aware of information security (issues)

« Share my knowledge with the community in an easy-to-use form ->
PowerShell module
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How the cloud work
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How the cloud works?

 Everything is in the cloud: cloud does/knows what clients tell
« Communication via HTTP REST APIs
 OAuth authentication (=Access Tokens)

i \ MS xxx AP
AzureAD

AAD Graph API
(Ge t—AzureADUse/‘) /
D Prowsmnmg API

gerenios
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How | do research

 Man-in-the-middle (MITM)
 Fiddler or Burp
 Allows intercepting http(s) traffic

* Reverse-engineer
* Rohitab API Monitor
« dnSpy

e Read documentation ©

M—o—did

Client Fiddler 4
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Some APl endpoints
g AP laddress

MSOnline module Provisioning API https://provisioningapi.microsoftonline.com/provisioningwebservice.svc
AzureAD module  Azure AD Graph https://graph.windows.net/<tenant>/<command>
Azure AD Sync provisioning https://adminwebservice.microsoftonline.com/provisioningservice.svc
Connect service

Microsoft Graph https://graph.microsoft.com/<version>
Teams https://api.spaces.skype.com

https://substrate.office.com/search/api/v1/
https://presence.teams.microsoft.com/v1/

gerenios


https://docs.microsoft.com/en-gb/previous-versions/azure/ad/graph/api/api-catalog
https://docs.microsoft.com/en-us/graph/api/overview?view=graph-rest-1.0

Examples
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» Get-MsolCompanylnformation
« Gets company wide settings from Azure AD
« Content-Type: application/soap+xml
« Only a subset of returned information is shown

- Black Hat
- en

DisplayName
PreferredLanguage

Street

City

State

PostalCode

Country

CountrylLetterCode
TelephoneNumber
MarketingNotificationEmails

TechnicalNotificationEmails
SelfServePasswordResetEnabled
UsersPermissionToCreateGroupsEnabled
UsersPermissionToCreatelLOBAppsEnabled
UsersPermissionToReadOtherUsersEnabled
UsersPermissionTolUserConsentToAppEnabled :

DirectorySynchronizationEnabled
DirSyncServiceAccount
LastDirSyncTime
LastPasswordSyncTime
PasswordSynchronizationEnabled

Get-AADIntServicelLocations

. US
: 8006427676
- 1

: {1

: {admin@blackhat.myo365.site}
: True

: True

: True

: True

True

: True

: Sync_SERVER_2980bcb19aa3@M365x403056. onmicrosoft. com
: 28.5.2020 7.08.53

: 28.5.2020 7.12.06

: True




<b:ReturnValue zmlns:c="http://schemas.datacontract.org/2004/07/Microsoft.Online.Administration">
<o
<o

<C

<Cc

<C

“c

<c

<C

<Cc

<C

<c

“c

<C

<C

<Cc

<o
<c:
R

rhuthorizedServiceInstances xmlns:d="http://schemas .microsoft.com/2003/10/5erializat]|
<o
<o
:CompanyDeletionStartTime fi:nil="troe"/>

:CompanyTags xmlns:d="http://schemas.microsoft.com/2003/10/Serialization/Arrays">
<o
:CompassEnakled i:nil="true"/ />
<c:
<c:
:DapEnabled i:nil="trne"/>
<c:
:DirSynchnchorfttribute>mS-DS-ConsistencyCuid</c:DirSynchnchorittribute>
<c:
<o
<c:
<c:
<o
<o
:DisplayName>Black Hat</c:DisplayName>
<c:
<o
<c:
<c:
<c:
<o
:PasswordSynchronizationEnabled>troe</c:PasswordSynchronizatio
<c:
<o
:Preferredlanguageren</c: Preferredlanguage>
<o
<c:
<o
iSecurityComplianceNotificationEmails =m
<c:
<c:
<o
<c:
:5tate i:nil="true"/>
<c:
<o
<c:
<c:

BllowhdHocSubscriptions>trne</c:AllowhAdHocSubscriptionss

ABllowEmailVerifiedUsers>rtrue</c:RAllowEmailVerifiedUsers>

buthorizedServices/>
City i:nil="trone"/>

CompanyType>CompanyTenant</c: CompanyTypes

Country i:nil="true"/>
CountryLetterCode>TUS</c:CountryLetterCode>

DefaultUsagelocation i:nil="trume"/>

DirSynchpplicationType>1651564e-Toed—4d99-88be-0a65050d8de3</c:DirSynchpplicationTy
DirSyncClientMachineName>SERVER</c:DirSyncClientMachineHame:
DirSyncClientVersion>»1.5.30.0</c:DirSyncClientVersion>
DiISyncSeIvicenccnunt)Sync_SERFER_2EBDbcb19aa3@MB€51403056.onmicrosoft.com<fc:DiISy
DirectorySynchronizationEnabled>troe</c:DirectorySynchronizationEnabled:
DirectorySynchronizationStatus:Enabled</c:DirectorySynchronizationStatuss

InitialDomain>M365x403056.onmicrosoft.com<,/c:InitialDomain>
LastDirSyncTime>2020-05-28T09:39:082</c:LastDirSyncTime>
LaztPasswordSyncTime»2020-05-28T09:12:528</c: LastPasswordSyncTime>
HMarketingMotificationEmails xmlns:d="http://schemas.microsoft.com/2003,/0d/5erializal
HMultipleDataLocationsForServicesEnabled i:nil="true"/>
ObiectId>c0295e5e-58f1-4388-a0dB8-53575339%98c5a</c:0bjectId>

PortalSettings>
FostalCode i:nil="true"/>

ReleaseTrack>FirstRelease</c:ReleaseTrack>
ReplicationScope>NA</c:ReplicationScope>
EmsViralSignUpEnabled>trne</c:EmsViralSign nabled>
fz:d="http://schemas.microsoft.com/2003,/10/
SecurityComplianceNotificationPhones Amlns:d="http://schemas.microsoft.com/2003/10/
SelfServePasswordResetEnakled>t fc:SelfServePasswordResetEnabled>
ServiceInformation:
SexrviceInstancelInformations

corServiceInstanceInformations

zoiServicelnstancelInformation>
<c:Geographiclocations
<g:Country>08</c:Country>
<c:Region>NA</ciRegion>
<ciState imnil="troe" />
</ociGeographiclocations
ZorBervicelnstances>Windows /SDF</c: ServiceInstance
ZoiBervicelnstanceEndpoints finil="true"/ />
<fociServicelnstancelnformation:
<giServicelnstancelInformaction>
<c:GeographiclLocation>
<ciCountry>UsS</c:Country>
oiRegion>NA</c:Region>
<orBtate fmnil="true"/>
</fciGeographicLocations
{c:SEIvicEInstance>SCDIPRﬂD_ﬁHEUAﬂ502_ﬂ3<fc:SEIvicEInstancE>
<g:ServicelnstanceEndpoints itnil="true"/>
</ciBerviceInstanceInformation:
ZoiServicelnstanceInformations>
<c:GeographicLocations
<o Conntry=>08</c: Country>
<ciBegion>NA</ c:Region
<g:i5tate iLinil="true"/>
<fciGeographiclocations
ZoiBerviceInstancesMnltiFactorService,/HADDL</c:Servicelnstances
ZoiBerviceInstanceEndpoints f:inil="true"/ />
z/fc:ServiceInstancelnformacions

Street i:nil="true"/>
SubscriptionProvisioningLimited>rfalse</c:SubscriptionProvisioningLimited:s

TechnicalMNotificationEmails xmlns:d="http://schemas.microsoft.com/2003/10/5erialization/Arrays">

TelephoneNumkber>8006427676</c: TelephoneNumber>

UsersPermissionToCreateSroupsEnakbled>troe</c:UsersPermissionTolreateGroupsEnabled:

:UsersPermissionToCreateLOBAppsEnabled>true</c:UsersPermissionToCreateLOBAppsEnabled>
UsersPermissionToReadOtherUsersEnabled>true</c:UsersPermissionToReadOtherUsersEnabled:
UsersPermissionTolUserConsentToAppEnabled>true</c:UsersPermissionTolserConsentToAppEnabled:s

WhenCreated>2019-07-14T07:03:20Z</c:WhenCreated>

</b:ReturnValues>

TIExtensibilitylUris i:nil="trone" xmlns:d="http://schemas.microsoft.com/2003/10/5erialization/Arrays"/>
<o




Set-AADIntUserPassword

* Azure AD Connect (if configured) synchronises password
hashes from Active Directory to Azure AD

« Content-Type: application/soap+msbin1
« WCF Binary Message Inspector by Will Fugua!

gerenios



Headers TextView Syntaxview WebForms HexView WICF Binary Auth Cookies J50NM ¥ML
POST https:// i fonline. com/provisioningservice. svc HTTP/1.1
Content-Type: |application/soap+msbinl
¥-ms-aadmsods-= T nfiguration
Xx-ms-aadmsods-appid: 1651564e-Fced4-4d99-58be-0a65050d8dC3
client-request-id: e&efeb2a0-5509-458T-8c22-b73139607732
¥x-ms-aadmsods-clientversion: 8.0
¥x-ms-aadmsods-dirsyncbuildnumber: 1.5.30.0
¥-ms-aadmsods-fimbuildnumber: 1.5.30.0
¥-ms-aadmsods-tenantid: c0295e5e-58F1-4388-a0d8-535753398¢c5a
¥x-ms-aadmsods-machineid: 0cCcF2774T-a188-4bd3-b4b3-3a690374325d
¥-ms-aadmsods-provisioningsessiondesc: Connector-7a88170a-d27a-487d-868c-46cd4ael421T
Host: adminwebservice.microsoftonline.com
content-Length: 3090
Expect: 100-continue Headers | TextView Syntax\View WebForms HexView | WCF Binary Auth Cookies Raw 150N WML
Accept-Encoding: gzip, deflate
50 4F 53 54 20 &8 74 74 70 T3 3R ZF 2ZF &1 &4 &D &% &E 77 &5 &2 T3 &5 T2 Te& &% €3 &5 ZE &D BOST https://adminwebservice.m s
Vo 8% &3 72 6F 73 &F &6 74 &F &E &C €% 6E &5 2ZE &3 &F &D 2ZF 70 72 &F 7& &9 73 &% &F GE &3 &E icrosoftonline . com/provisionin
Hsd &7 73 &5 T2 76 €9 €3 €5 2E 73 7& €3 Z0 48 54 54 50 2ZF 31 ZE 31 OD OA 43 &F &E 74 &5 &E 74 gservice.sve HITE/1.1..Content
Hanvin - { 20 54 7% TO &5 3R Z0 &1 70 70 &C &% €3 €1 T4 &% &F &E 2ZF 73 &F €1 70 2ZB &D 73 &2 &% &E 31 -Type: application/soaptmsbinl
gnofhttp: //schemas.microsoft. com/ . -
applicationIdoshttp: //schemas.mic|" oD OB 78 ZD &D 73 2D &1 &1 &4 &0 73 &F €4 73 2D &1 70 €% €1 &3 74 &% &F &gE 3L 20 47 &5 74 - -X—ms—aadmsods-apiaction: Get
BearerTokend6http:,//schemas.micro|’ 43 6F €D 70 &1 &E 73 43 &F 6E €6 €9 &7 75 72 €1 T4 €5 &F €E 0D OA 78 2D &0 73 2D €1 €1 &4 CompanyConfigurastion..x-ms-azad
Clientversiondshttp: //schemas.mic| el 73 &F 64 73 2D &1 70 70 &5 &4 3h Z0 31 36 35 31 35 3& 34 65 2ZD 37 &3 &5 34 2D 34 &4 39 msods—appid: le5l56d4e-Tced-445
IssueDateTimelehttp: //schemas.mic| 35 2D 38 38 £2 €5 2D 30 61 36 35 30 35 30 &4 38 &4 63 33 0D 0L &3 6C 65 65 6E 74 2D 72 €5  9-88be-0265050d8de3. .client-re
LanguageIdighttp: //schemas.micros|, 71 75 &5 T2 T4 2D &5 &4 2R 20 &5 36 &6 &5 &2 22 E1 20 2D 35 35 30 35 2D 324 35 28 &6 2D 32 guest-id: e&febial-550%-452F-8
TrackingIdishttp://schemas.micros), E &3 32 32 2D €2 37 33 31 33 3% 36 30 37 37 33 32 0D OR 72 2D €0 T3 2D €1 €1 €4 €0 73 &F €4 c22-bT3139607732..x-ms-zadmsod
ponchttps://adminwebservice.micral, )0 73 20 &3 &C &% &5 GE T4 76 A5 T2 T3 &9 &F &E 3R 20 38 ZE 30 0D OR T8 2D &0 73 2D &1 &1 &4  s-clientversion: 8.0. _x-ms-=ad
1B el 73 &F 64 73 2D &4 &% 72 73 73 GE €3 €2 T5 &9 &C &4 &E 75 &D &2 &5 72 3R 20 31 ZE 35 ZE msods—-dirsyncbuildnumber: 1_.5.
B 33 30 ZE 30 0D OR 78 2D &D 73 2D €1 &1 &4 &D 73 &F ©4 73 ZD &t €9 &D &2 75 &5 «C &4 GE 75 30.0. .x-ms—aadmsods-£fimbuildnu
= el €2 &5 T2 3k 20 31 2ZE 35 2ZE 33 30 2ZE 30 OD OA 78 2D &D 73 2D €1 &1 &4 &D 73 &F &4 73 2D mber: 1.5.30_.0._x-ms-aadmsods-
4 74 &5 &E &1 &E 74 &% &4 3R 20 &3 30 32 39 35 &5 35 &5 2ZD 35 38 &6 31 2D 34 33 38 38 2D w1 tenantid: c02Z95%e5e-58f1-4388-=a
OX02 . <Enve|0pe> 2 20 &4 22 2D 35 23 35 327 325 23 23 29 38 &3 35 €1 OD OR T2 2D &0 T2 2D €1 &1 &4 &D T2 EF &4 0d2-5235752358 . . x—ms—zadmsod
‘ i 73 2D &0 €1 &3 &8 &9 6E &5 &5 &4 3h 20 30 &3 &€ 32 37 37 34 &6 2D &1 31 38 38 2D 34 &2 &4 s—machineid: Ocf2774f-al88-4bd
OXOB . <Header> E 33 2D ©2 34 62 33 2D 33 &1 3& 35 30 33 37 34 33 32 35 ©4 0D OB 7B ZD &D T3 2D €1 €1 &4 &D 3-b4b3-32690374325d. _x-ms—aadm
. L = 73 2D 70 T2 &F 76 €% 73 &% &F &E &3 €6E &7 73 &5 73 73 &% &F €E &4 &5 73 &3 3R 20 sods-provisioningsessiondesc:
n 43 &F &E GE~S& E3 74 &F 72 2D 37 €1 38 38 31 37 30 81 2D &4 32 37 &1 2D 34 38 37 &4 2D 38 Connector-T7a88170a-d27a-487d-8
B 38 38 ©3 ZD 34 36 & o 4 &1 &5 31 34 32 31 ©& OD O 48 &F 73 74 3R 20 €1 &4 &0 &9 &E 77 G8c-46cd4aeldZlf. _Host: adminw
& &5 &2 73 &5 T2 T& &9 &3 &5 83 72 &F 73 6F && 74 &F &E &C &3 &E &5 2ZE &3 &F &0 0D ebservice microsoftonline . com.
4 OB 43 &F GE 74 &5 &E 74 2D b =4 32 20 33 30 39 30 OD OR 45 78 T0 €5 &3 74 34 -Content-Length: 30530. _Expect:
2 20 21 20 20 2D &2 &F €E 74 €3 €E 75 &5 0D 0L 45 EE &2 &F €4 €% €E &7 100-continue. .Aecept-Encoding
10 3R 20 &7 Th &3 70 2C 20 &4 &5 €& &C &1 74 &5 01 73 04 OB 01 &1 0& 58 : gzip, deflete....V_...s...8.W
E 08 44 OR 1E 00 B2 99 &6 &8 74 T4 TO 34 ZF ZF 2E 6D &% €3 72 &F T3 &F I fhttp://schemas _microso
C g8 74 ZE &3 &F €0 ZF &F &E &C &% &E &5 2ZF €1 77 73 2ZF €3 &8 €1 €E &7 &5 2ZF 32 30 31 30 2ZF ft_.comfonline/faws/change/2010/
B 30 31 2ZF 45% 50 72 &F 7€ &% 73 &% &F 6E &9 &E &7 57 &5 ©2 53 &5 72 T& &9 &3 &5 2ZF 47 &5 T4 01/IProvisioningWebService/Get
B 43 &F &0 70 €1 &E 7% 43 &F &E ©& €% &7 75 72 €1 74 &% oF GE 40 09 53 79 gE ©3 54 &F 6B &5 CompanyConfigurationf.SyncToke
= gE 1E B8R 01 58 2A 75 72 gE 3R &D €9 €3 72 &F 73 &F ©& T4 ZE &F &E &C &9 &E &5 ZE &1 &4 &D n..._-*nrn:microsoft_online_adm
&3 6E &5 T3 74 72 &1 74 &% Te& &5 T3 &5 T2 Té €9 &3 &5 08 ZA TS5 72 &E 3R &D &% €3 T2 &F T3 inistrativeservice._*urn:micros
EF €6 74 2E &F €E &C &5 E6E &5 2E €1 &4 €D €% &E &35 72 74 72 €1 74 &% 76 &5 T2 €5 72 T& &9 oft.online administrativeservi
&3 &5 0% 01 €5 29 &8 74 74 70 3h ZF ZF 77 7T 77T 2E 77 33 ZE &F 72 &7 2F 32 30 30 31 2ZF 58 ce. . ilhttp: S/ www_.w3_.org//2001/X
40 4C 53 63 68 &5 &D €1 2D &% €E 73 74 €1 &E &3 &5 40 0D 41 70 70 &C &9 &3 €1 74 &3 &F &E HMLSchema-instancefld _Application v
49 54 08 35 68 74 74 70 38 2F 2F 73 &3 &8 S5 &0 &1 73 2F L0 69 63 72 SF 73 &F &6 74 2E &3 Td fhttrn-/fechemss micrasnft o




Headers | TextView | SyntaxView | WebForms | HexView |IWCF Binary | Auth | Cookies | Raw | 150N | XML |

= <5:Envelope xmins:s="http:/ Awww w3 org,/ 2003/05/s0apenvelope” xmins:a="http:/Awww w3 .org /200508 /addressing" >
- <s:Headers
=8 -5 /ction s:mustUnderstand="1">
http:#/schemas microsoft.com/online/awschanae/2010/01 /1 ProvisioningWeb Service /GetCompanyConfiguration
. <SyncToken s:relay="um microsoft.online administrativeservice" xmins="um microsoft online administrativeservice™ xminsi="http:/Awww w3 .org 2001 XMLSchemadnstance "=
[ <a:MessagelD>
EI <3:5equencefcknowledgement =

- <a:ReplyTa>
: http:/ Aanawe w3 org /200508 /addressing anomymous -
- <a:To s:must Understand="1"> Ox1E Identifier
https://adminwebservice microsoftonline com/provisioningservice svo
= «g:Body> 020 http://schemasxmlsoap.org/ws/2005/02/rm

=8 ::GetCumparr:.rCunﬁgumtiun xming="http://schemas microsoft. com/online/aws/change/2010,01" >
[=)- <includeLicenselnformation

w22 Transforms
..... false

Ox24 Transform

028 DigestiMethod

028 DigestValue
dict.Add({"Identifier");

e ("Identifier”); Ox2A Address

dict.Add{"http://schemas.xmlscap.org/ws/2005/82/rm
dict.Add("Transforms"); 0x2C ReplyTo
dict.Add{"Transform™);

0x2E Seguencetcknowledgement
dict.Add({"DigestMethod]
dict.Add{"Address"); 0x30 AcknowledgementRange
dict.Add({"ReplyTo™);
dict.Add({"SequencelAcknowledgement™); a2 Upper
dict.Add{"AcknowledgementRange"}; Ox34 Lower

dict.Add("Upper");

dict.Add({"Lower");



Pull requests Issues Marketplace Explore

waf / WCF-Binary-Message-Inspector ©@Watch~ 12 Hstar 52 YFork 16

Code ssues 0 i Pull requests 1 Projects 0 Wiki Insights

Added the missing dictionary element "DigestValue” 0
MNestoriSyynimaa wants to merge 1 commit into waf:master from mMestorisyynimaa:patch-1
it Conversation 1 0 Commits 1 #s Checks 0 [FiFiles changed 1

Changes from all commits~ Jump to..~ +1-00 Diff settings = Review changes ~

Added the missing dictionary element "DigestValue"

I added the missing dictionary element “DigestValue" between “DigestMethod"™ and “Address".

3 MestoriSyynimaa committed & hours ago  Verified commit 56e553d1c3eb@3glE5eE3daca3dildEs4ate34083
1. BinaryMessageFiddlerExtension/WcfBinaryConverter.cs View L & M +
I%I @@ -75,6 +75,7 @@ private XmlDictiona CreatellCFBinaryDictiona

dict.Add{"Transforms"); dict.Add{"Transforms");

dict.Add{"Transform™); dict.Add{"Transform™);

dict.Add({"DigestMethod™); dict.Add({"DigestMethod™);

+ dict.Add({"DigestValue"};

dict.Add{"Address"); dict.Add{"Address");

dict.Add{"ReplyTo"); dict.Add{"ReplyTo");

dict.Add({"Sequencefcknowledgement™); dict.Add({"Sequencefcknowledgement™);

' ProTip! Use n and p to navigate between commits in a pull request.



Headers | TextView | SyntaxView | WebForms | HexView |IWCF Binary | Auth | Cookies | Raw | JS0M | XML |

[=- «5:Envelope xmins:s="http:/fwww w3.org 2003/05/s0ap-envelope” xmins:a="http ./ Awww w3.ong 2005/08/addressing "=
- <s:Header>
=8 <5 Action s:mustUnderstand="1">
: ... hitp://schemas microsoft.com/online /aws./change/2010/01/|Provisioning Web Service /GetCompanyConfiguration
-- <5ync Token s relay="um microsoft online administrativeservice" xmins="um microsoft.online. administrativeservice” aminsi="http ./ A w3 ong 2001 XMLSchema4nstance™=
- <a:MessagelD>
I <a:5equenceAcknowledgement >
. [ <aReplyTox
: hittp -/ Awrenar w3 org 2005,/ 08 /addressing /anommous
- <a-To s:must Understand="1">
https ./ /adminwebservice microsoftonline . com/provisioningservice svc
[=]- «5:Bodys
=- <GetCompanyConfiguration xmins="http ./ /schemas microsoft comonline/aws/change/2010,/01"=
- <includeLicenseInformation

Headers | TextView | SyntaxView | WebForms | HexView ||WCF Binary | Auth | Cookies | Raw | 150N | XML |

- <s: Envelope xmins:s="http:/Awww w3.org20030550apenvelope” xmins:a="http ./ /www w3 .org/ 2005/08/addressing " »
- <s:Header>

EI <a:fction s:must Understand="1">
: .- http://schemas microsoft . com/online/aws./change/2010/01/|ProvisioningWeb Service /GetCompanyCorfiguration
- «SyncToken s:role="ummicrosoft online administrativeservice™ xmins="um microsoft online administrativeservice" xmins:i="http://www w3 .org/2001/XML5chemz

- <a:MessagelD>

= <a:ReplyTo>

| [5-<a:Address>

. http ./ fwwew w 3.org 2005/08/addressing /anonymaous

- <a:To s:must Understand="1">
hittps://adminwebservice microsoftonline comprovisioningservice svc

=~ <=:Body=

= «GetCompanyConfiguration xmins="http://schemas microsoft comonline/aws./change 201001 >
=- -:i_ndude Licenselnformation=




Set-AADIntUserPassword

« Password Hash, change timestamp, and force password change
* Hash is a PBKDF2 (Password-Based Key Derivation Function 2)
* Only hash synchronised -> cloud pwd restrictions not applied ©

Headers | TextView | SyntaxView | WebForms | HexView ||WCF Binary | Auth | Cookies | Raw | 150N | XML |

=)~ <z:Envelope xmins:z="http ./ www w3.org/2003/05/s0ap-envelope™ xminsa="http:/www w3 .ong 2005/08addressing™ >

[ <s:Header>

- <s:Body>

- <ProvisionCredentials xmins ="http://schemas microsoft.comonline/aws.change/2010/01"
=k ¢request xmins b="http /' schemas datacontract.org/2004./07/Microzoft. Online Coexistence. Schema" xminz i="http ./ Awww w3.0rg /2001 XML5chema-4instance " »
=- «h:Request tems:
=E <h:SyncCredentialsChangeltem:
- <b:ChangeDate>

.. 2020-05-28T10:32:44 53526087
- zh:CloudAnchor inil="trug™ />
=) <b:Credential Data:=
L.y 1;PPH1_MD4,d892dd01da032c 7e6606, 1000, 0c 50862 50bc 76976 296cfa 1270876 Ibcde 3145 5 790 3efaf 68252 % 5758 1 54f

= <b:SourceAnchor:
. FacdoVU3R0io0g+) 1120w==
- zh:WindowsLegacyCredenrtialz inil="trug" />
-~ b WindowsSupplementalCredentials i:nil="true" />




Get-AADINtOneDriveFiles

e Downloads all files from user's OneDrive

e Sync client sends to OneDrive
« Domain guid in http header X-MachineDomainInfo

- Machine type in http header User-Agent
« Microsoft SkyDriveSync 19.192.0926.0012 ship; Windows NT 10.0 (17763)
« Microsoft SkybriveSync 20.169.0823.0006 ship; Mac 0S X 10.15.7"

gerenios



(VNN T . /[ . . .
/Q }/Q S Y Y /T AZUre AD and Microsoft 369 Kill chain

VAV N A R S — /\_/\_/ VAR S A A NS —

Get-AADIntTenantDomains |Invoke AADIntPhishing
Get-AADIntOpenlDConfiguration
Get-AADIntLoginInformation
Invoke-AADIntReconAsOutsider
Invoke-AADIntUserEnumerationAsQOutsider

Get-AADIntAzureTenants
Get-AADIntAzurelnformation
Get-AADINtSPOSiteUsers
Get-AADINtSPOSiteGroups
Invoke-AADIntReconAsGuest
Invoke-AADIntUserEnumerationAsGuest

Get-AADIntTenantDetails
Get-AADIntGlobalAdmins
Get-AADIntSyncConfiguration
Get-AADIntCompanyInformation
Get-AADINtSPOServiceln i
Invoke-AADIntReconAsInsider
Invoke-AADIntUserEnumerationAsinsider




Invoke-AADINntUserEnumerationAsGuest

* Dumps Azure AD users and groups of target tenant
* Introduced Aug 7t, MS reacted next day
* Public preview for mitigation Aug 220
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TunaMania @tuna_gezer - Aug & V

Great post Nestori, as always! Current guest permissions are around limiting
enumerate, anyone who doesn’t read the doc miss this detail! We are
working on a new feature which will address a large set of your points in the

blog, you might need to update the post very soon &
Q1 1 ¥ : T
Dr. Nestori Syynimaa @RMNestorisyynimaa - Aug 2 V

Looking forward to that!

Q2 [ External collaboration settings

Save >< Discard

Guest user access

Guest user access restrictions (Preview) ()

Learn more
O Guest users have the same access as members (most inclusive)

O Guest users have limited access to properties and memberships of directory objects

@ Guest user access is restricted to properties and memberships of their own directory objects (most restrictive)




Invoke-AADINntPhishing

User Device AzureAD

« Generates phishing =
messages (email / Teams) R J_:'L. Q
. Utilises “device code @
. . 7] client_id, resource
authentication flow 2] .
« Steals the user’s identity @=L e O
+

Authenticate
<9

a access token, efresh_token

¥ Y ¥
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Summary

* Every client is communicating with cloud
 Cloud only does what the client asks
 Cloud only knows what client tells

« PowerShell module is a great way to share your knowledge!

 Remember to document what you do (both the code and
functionality)

« Add help with examples! (Get-Help xxx -Examples)
 Cloud changes all the time..
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Your Feedback is important!
http://feedback.identitysummit.cloud/

Thanks to our sponsors!
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