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About the speaker

• Dr. Nestori Syynimaa 
• CIO @ Cities surrounding Tampere
• Lecturer @ University of Jyväskylä
• Owner @ Gerenios Ltd

• MCITP, MCSA, MCT, MS Certified Expert

• Author of AADInternals

• www.linkedin.com/in/nestori

• http://o365blog.com

http://o365blog.com/aadinternals/
http://www.linkedin.com/in/nestori
http://o365blog.com/
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Introduction to 
AADInternals



AADInternals

• PowerShell module (33778 lines of code)

• Admin & hacking toolkit for Azure AD & Office 365

• Open source:
• https://github.com/gerenios/aadinternals

• https://o365blog.com/aadinternals/

• Easy to install & use:
PS C:\> Install-Module AADInternals

PS C:\> Import-Module AADInternals

___    ___    ____  ____      __                        __    

/   |  /   |  / __ \/  _/___  / /____  _________  ____ _/ /____

/ /| | / /| | / / / // // __ \/ __/ _ \/ ___/ __ \/ __ '/ / ___/

/ ___ |/ ___ |/ /_/ _/ // / / / /_/  __/ /  / / / / /_/ / (__  ) 

/_/  |_/_/  |_/_____/___/_/ /_/\__/\___/_/  /_/ /_/\__,_/_/____/  

v0.4.4 by @NestoriSyynimaa - Cloud Identity Summit 2020 edition

https://github.com/gerenios/aadinternals
https://o365blog.com/aadinternals/


Why did I do it?



Why did I do it?

• I have a dev background (since 1980’s)

• MCT since 2014 - keen to know how things work under-the-
hood

• I wanted to:
• Make people aware of information security (issues)

• Share my knowledge with the community in an easy-to-use form -> 
PowerShell module



How the cloud works?



How the cloud works?

• Everything is in the cloud: cloud does/knows what clients tell

• Communication via HTTP REST APIs

• OAuth authentication (=Access Tokens)

Provisioning API

AzureAD
(Get-AzureADUser)

AAD Graph API

MSOnline
(Get-MSolUser)

MS xxx API



How I do research

• Man-in-the-middle (MITM)
• Fiddler or Burp

• Allows intercepting http(s) traffic

• Reverse-engineer
• Rohitab API Monitor

• dnSpy

• Read documentation ☺

Client



Some API endpoints
“Thing” API Address

MSOnline module Provisioning API https://provisioningapi.microsoftonline.com/provisioningwebservice.svc

AzureAD module Azure AD Graph https://graph.windows.net/<tenant>/<command>

Azure AD 
Connect

Sync provisioning 
service

https://adminwebservice.microsoftonline.com/provisioningservice.svc

Microsoft Graph https://graph.microsoft.com/<version>

Teams https://api.spaces.skype.com 
https://substrate.office.com/search/api/v1/ 
https://presence.teams.microsoft.com/v1/ 

https://docs.microsoft.com/en-gb/previous-versions/azure/ad/graph/api/api-catalog
https://docs.microsoft.com/en-us/graph/api/overview?view=graph-rest-1.0


Examples



Get-AADIntServiceLocations

• Get-MsolCompanyInformation
• Gets company wide settings from Azure AD

• Content-Type: application/soap+xml

• Only a subset of returned information is shown





Set-AADIntUserPassword

• Azure AD Connect (if configured) synchronises password 
hashes from Active Directory to Azure AD

• Content-Type: application/soap+msbin1 😖

• WCF Binary Message Inspector by Will Fuqua!



NestoriSyynimaa

0x02 : <Envelope>
0x0B : <Header>





NestoriSyynimaa





Set-AADIntUserPassword

• Password Hash, change timestamp, and force password change

• Hash is a PBKDF2 (Password-Based Key Derivation Function 2)

• Only hash synchronised -> cloud pwd restrictions not applied ☺



Get-AADIntOneDriveFiles

• Downloads all files from user’s OneDrive

• Sync client sends to OneDrive
• Domain guid in http header X-MachineDomainInfo

• Machine type in http header User-Agent
• Microsoft SkyDriveSync 19.192.0926.0012 ship; Windows NT 10.0 (17763) 

• Microsoft SkyDriveSync 20.169.0823.0006 ship; Mac OS X 10.15.7" 





• Dumps Azure AD users and groups of target tenant

• Introduced Aug 7th, MS reacted next day

• Public preview for mitigation Aug 22nd

Invoke-AADIntUserEnumerationAsGuest





• Generates phishing 
messages (email / Teams)

• Utilises “device code 
authentication flow”

• Steals the user’s identity

Invoke-AADIntPhishing



Summary

• Every client is communicating with cloud
• Cloud only does what the client asks

• Cloud only knows what client tells

• PowerShell module is a great way to share your knowledge!
• Remember to document what you do (both the code and 

functionality)

• Add help with examples! (Get-Help xxx -Examples)

• Cloud changes all the time..



Your Feedback is important!

http://feedback.identitysummit.cloud/

CLOUD IDENTITY

SUMMIT ‘20

Thanks to our sponsors!


