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= m= cellent.
Synchronization — backbone of a hybrid setup awipro comparty

About me:

Live in Murnau, near Garmisch-Partenkirchen
Have a passion for (Azure) Active Directory and
related technologies

= Microsoft certified since first Windows Server Active Directory
version in year 2000

= More then 20- years of experience in Enterprise Scenarios with

Identity Technologies S
@ Klaus.bierschenk@cellent.de

= Collaborating in the Microsoft Security Council Group

W @«laBiers

=  Qccasional author in the German Paper Press

Blog at:

https://nothingbutcloud.net/
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Agenda
= Historical topics (ILM, FIM, MIM)

= Azure AD Connect (components, architecting, supported scenarios, ...)

= Topics from an architectural perspective
" |ntroduction to Azure AD Connect Cloud Provisioning (why and when?)

= Demos on Azure AD Connect / Cloud Provisioning
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Synchronization at Microsoft has a long historie

= |tis part of the IAM-Productfamily Forefront Identity Management (FIM) or
Microsoft Identity Management (MIM)

MIM Sync can be used outside the Azure and Hybrid Setup...

... but you have to do your programming homework
E.g. resource forest scenario & J 5 & t %’
Various datasources can be used. Not just AD DS by FiM R2 AAD Confet

Source: Oxford Computer Group
= 5QL DB

= textfiles are possible as well

Core technology of the Identity Suite is the Synchronization Service.
AAD Connect has under the hood the synch service
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a wipro company

Data flow and internal components

AADConnect

AD
Management
Agent
Contoso

Metaverse

Contoso.com
M
Management

Agent
Fabrikam

corp.fabrikam.local
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Azure Active

Microsoft

Directory
Sync
anagement

Azure AD Sync imports from connected directories to
Connector Space
Azure AD Sync synchronizes to Metaverse

Azure AD Sync uses attribute mapping to determine the
type of object to provision or update

Azure AD Sync exports and/or revises the objects to the
connected directories




= m cellent.
Synchronization — backbone of a hybrid setup awipro company

Data flow and components ... another view

Often used terms with sync technology

- Metaverse (MV)
- Connector Space (CS)

- Management Agent (MA)

4@ AADConnectDB
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Components! What’s on the box after setup?

FIM Sync as a ,,bridge” to Azure

Azure AD Connect (Setupmodul)

Synchronization Rules Editor
(Attribute based filtering)

Powershellmodule ADSync
(e.g. to set the sync schedule)

SQL Server 2012 Express LocalDB
(10GB limitation)

Synchronization Service
(Admintool)

Freitag, 23. Oktober 2020

Azure AD Connect

Azure Active Directory

i A

Windows Server
Active Directory

—E—
&

AD DS Connector Account
Used 10 read and write to
Windows Server Active
Diwrectory

ADSync Service Account
Used to run the synchronization
servicoe and read/write data to
the SQL database

Axure AD Connector Account
Used Tor on-going
synchronizations with Arure
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Demo: Azure AD Connect
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Single Forest Environment

Supported Unsupported

ASCR & DI
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Multiple Forest Environment

Supported Unsupported
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What else can (should) be discussed from an architecting perspective (planning)?

Filtering on multiple level possible High Availlability
= DomainlLevel = |s HA really required?
= QU = No Farmsetup —every AAD Connect Server

= Attribute (Rule Editor) DEMO © has it'’s own independent config

= Which tool for what level of filtering? " What will happen when an issue occurs?

= Have a lab availlable for testing (or at " Staging Server concept
least a staging) = HA for SQL can make sense in large

enterprises. Setup with

,useexistingdatabase“switch (Link)
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Overview of Azure AD Connect Cloud Provisioning

Azure AD Connect

= Public Preview since Ignite 2019

Ea =——"1 s
Central management in Azure Portal A —

On-premises Active
Dir ectory/Azur e AD

sQL

Azure Active Directory

= Perfect in disconnected environments
= Lightwight agent On-Premises Ea /
= Eliminates a couple of disadvantages fror §A
Connect Server (SQL, Staging, HA, ...) 3.('2.03‘,‘,5,:.:20
=  Couple of features missing
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Demo: Azure AD Connect Cloud Provisioning
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Comparing AD Connect with AD Connect Cloud provisioning — major topics

Azure AD Connect Azure AD Connect Cloud
Provisioning

Configuration is stored on-premises DB Azure
Central management in the Azure Portal v
Multiple disconnected forest support v
Filtering on Attribute Level v

Writeback support v

On-Premises Agent HA v
Synchronize customer defined attributes v

Powershell support v

More features are availlable here today with CP. Check product web site for details and comparizon
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https://docs.microsoft.com/en-us/azure/active-directory/cloud-provisioning/what-is-cloud-provisioning?toc=https%3A%2F%2Fdocs.microsoft.com%2Fen-us%2Fazure%2Factive-directory%2Fcloud-provisioning%2Ftoc.json&bc=https%3A%2F%2Fdocs.microsoft.com%2Fen-us%2Fazure%2Fbread%2Ftoc.json
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Azure AD Connect Cloud Provisioning timeline (this was announced at Ignite)

Release Functionalities

Initial - All former mentioned features
Public preview refresh - Improved User Experience
_§ update (Ignite 2020) - On demand provisioning with single user
2 - Improved troubleshooting experience
- Attribute mapping and transformations UX
GA (end of year 2020) - Password Writeback (SSPR)

- gMSA support

- Performance improvement for initial sync cycle
- Improved health info into the portal

- Extended on-demand provisioning

- Prevention of accidental deletes

- Azure Monitor Workbooks

Freitag, 23. Oktober 2020 © cellent GmbH 15



= m= cellent.
Synchronization — backbone of a hybrid setup awipro comparty

Recommendations? What next steps makes sense?

How to improve my knowledge? Recommended sources ...

= Semperis with HIPC, Podcast, conference, Video Material, Oxford Computer Group

= Jorge for quest website. Many articles about Synchronization: from FIM to AADConnect
and lots of other informations

How to continue with CP?

= Keep an eye on the Microsoft web site for the next version update. It is GA and coming
soon (end of year 2020, announced at MS Ignite)

What else?

= Check my two Blog articles about synchronization and Azure AD Connect Cloud Provisioning

" |n German: the it-Administrator magazine for the article about AAD Connect and Azure AD
Cloud Provisioning
Freitag, 23. Oktober 2020
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https://jorgequestforknowledge.wordpress.com/
https://nothingbutcloud.net/
https://www.admin-magazin.de/Das-Heft/2020/06/Azure-AD-Connect-Cloud-Provisioning
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Additional links:

FIM/MIM Link Collection (Huge list! Not totally new but perfect to understand FIM/MIM/Sync)
https://social.technet.microsoft.com/wiki/contents/articles/3610.fim-2010-mim-2016-related-wiki-articles.aspx#FIM Understanding Article

It is actually possible to synchronize different portions of AD to different tenants too. See this article for limitations of this approach.
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-topologies#each-object-only-once-in-an-azure-ad-tenant

IdFix: Guide (also included in Download)
https://docs.microsoft.com/en-us/office365/enterprise/install-and-run-idfix
https://microsoft.github.io/idfix/

AADConnectConfigDocumenter
https://github.com/Microsoft/AADConnectConfigDocumenter

Azure AD Pricing (AAD Connect / Health included)
https://azure.microsoft.com/en-us/pricing/details/active-directory/

Hardening Service Accounts from AADConnect
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-accounts-permissions

Supported Scenarios
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-connect-topologies#teach-object-only-once-in-an-azure-ad-tenant

Use existingdatabase switch
https://docs.microsoft.com/de-de/azure/active-directory/hybrid/how-to-connect-install-existing-database
https://docs.microsoft.com/de-de/azure/active-directory/hybrid/how-to-connect-install-move-db

Start to find out what is possible with Cloud provisioning
https://docs.microsoft.com/en-us/azure/active-directory/cloud-provisioning/
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https://social.technet.microsoft.com/wiki/contents/articles/3610.fim-2010-mim-2016-related-wiki-articles.aspx#FIM_Understanding_Article
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-topologies#each-object-only-once-in-an-azure-ad-tenant
https://docs.microsoft.com/en-us/office365/enterprise/install-and-run-idfix
https://microsoft.github.io/idfix/
https://github.com/Microsoft/AADConnectConfigDocumenter
https://azure.microsoft.com/en-us/pricing/details/active-directory/
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-accounts-permissions
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-connect-topologies#each-object-only-once-in-an-azure-ad-tenant
https://docs.microsoft.com/de-de/azure/active-directory/hybrid/how-to-connect-install-existing-database
https://docs.microsoft.com/de-de/azure/active-directory/hybrid/how-to-connect-install-move-db
https://docs.microsoft.com/en-us/azure/active-directory/cloud-provisioning/
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Backup Slides
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@ Synchronization Service Manager on SRV4

File Tools Actions Help

a Operations "';;.... Connectors gu Metaverse Designer %% Metaverse Search
Connector Operaions
Name Profile Name Status Start Time End Time

kbcomp.de Export success 22.10.2020 12:29:32 22.10.2020 12:29:32

klabier onmicrosoft.co... Export success 22.10.2020 12:29:23 22.10.2020 12:29:32
klabier.onmicrosoft.co... Delta Synchronization  success 22.10.2020 12:29:22 22.10.2020 12:25:23

kbcomp.de Delta Synchronization  success 22.10.2020 12:29:22 22.10.2020 12:29:22

klabier onmicrosoft.co... Delta Import success 22.10.2020 12:25:18 22.10.2020 12:25:22

kbcomp de Delta Import success 22.10.2020 12:25:17 22.10.2020 12:25:18

kbcomp.de Export success 22.10.2020 11:55:31 22.10.2020 11:59:31
klabier.onmicrosoft.co... Export success 22.10.2020 11:59:23 22.10.2020 11:59:31
klabier.onmicrosoft.co... Delta Synchronization  success 22.10.2020 11:59:22 22.10.2020 11:59:23

kbcomp.de Delta Synchronization  success 22.10.2020 11:59:22 22.10.2020 11:59:22
klabier.onmicrosoft.co... Delta Import success 22.10.2020 11:59:17 22.10.2020 11:59:21

kbcomp.de Delta Import success 22.10.2020 11:59:17 22.10.2020 11:59:17

kbcomp.de Export success 22.10.2020 11:28:49 22.10.2020 11:28:49
klabier.onmicrosoft.co... Export success 22.10.2020 11:28:38 22.10.2020 11:28:49
klabier.onmicrosoft. co... Delta Synchronization  success 22.10.2020 11:28:36 22.10.2020 11:28:38

kbcom .de Full Synchronization success 22.10.2020 11:28:27 22.10.2020 11:28:35
klabier.onmicrosoft.co... Delta Import success 22.10.2020 11:28:18 22.10.2020 11:28:26

kbcorp.de Delta Import success 22.10.2020 11:28:17 22.10.2020 11:28:17
Profile Name: User:
Step Type: Partition:

Start Time: End Time: Status:

Synchronization Statistics l Connection Status I

! Synchronization Emors
© cellent GmbH 20
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4 Synchronization Service Manager on SRV4
File Tools Actions Help

Operwons ‘@, Connectors &MetavemeDuimer %%MetavetseSeach
Commectos

Name | Type | Description | State |
klabier.onmicrosoft.co...  Windows Azure Active Directory (Micr... Idle
kbcorp.de Active Directory Domain Services Idle

ﬁ'otdmnberofCormctas:Z

StepType:  Export Partition: DC=kbcom,DC=de
StartTime:  22.10.2020 12:29:32 End Time: 22.10.2020 12:29:32 Status: success
Export Statistics [ | Connection Status I
Adds 0 DC2 kbcom de:389 success
Updates 0
Renames 0 | Export Emors
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Synchronization — backbone of a hybrid setup AWipIa campE)
1 85 Properties >
= Properties Connector for:
Connect to Active Directory Forest IMive Directory Domain Services -
Configure Directory Partitions —]
Configure Provisioning Hierarchy Name:
Select Object Types |<bcom. de
Select Attrbutes
Creation Time: 20.10.2019 17:53:01
Last Modified Time: 22.10.2020 12:29:32
Description:
y These features are intended for advanced configuration and troubleshooting
L;E and may cause severe issues including unintended deletion of users,
“— licenses and other objects in your Azure tenant if used incorrectly. Use the
Azure AD Connect Wizard to make supported changes to your
configuration. Learn more.
| oK I Cancel Help
© cellent GmbH 22
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> cellent GmbH | Azure AD Connect

b_

i
&
{i

Azure Active Directory

&«
Qroups

s
External Identities
Roles and administrators
Administrative units

Enterprise applications

Devices

% App registrations

Identity Governance
Application proxy
Licenses

Azure AD Connect
Custom domain names
Mobility (MDM and MAM)
Password reset

Company branding

User settings

Properties

Security

Monitoring

/< Troubleshoot O Refresh  Got feedback?
PROVISION FROM ACTIVE DIRECTORY
é Azure AD Connect cloud provisioning
This feature allows you to manage provisioning from the cloud.
Manage provisioning (Preview)

Azure AD Connect sync

Sync Status Enabled
Last Sync Less than 1 hour ago
Password Hash Sync Enabled
USER SIGN-IN
Federation Disabled 0 domains
9 Seamless single sign-on Disabled 0 domains
Pass-through authentication ~ Enabled 1 agent O

STAGED ROLLOUT OF CLOUD AUTHENTICATION

0 This feature allows you to test cloud authentication and migrate gradually from federated authentication.

Enable staged rollout for managed user sign-in (Preview)

ON-PREMISES APPLICATIONS

e L r 3 . It . 2 L I . o

= m cellent.
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Synchronization — backbone of a hybrid setup

Home > cellent GmbH >
Azure AD Provisioning (Preview)

Azure Active Directory

New configuration [7] Review all agents {7] Logs | Download agent () Refresh /2 Troubleshoot @ New support request QO Got feedback?

Provision identities from on-premises Active Directory to Azure AD. Read the configuration guide for help configuring provisioning.

Configuration Status Agents

kbaccount.de @ Healthy View

|
Freitag, 23. Oktober 2020 © cellent GmbH 24
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Edit provisioning configuration
Azure Active Directory

E‘ Save O Restart provisioning 8] Delete

Read the configuration guide for help configuring provisioning.

Scope O
Active Directory domain kbaccount.de

Scope users 2 security groups in scope

Click to edit scoping filters

Manage attributes ©
Password hash sync Enable

Map attributes Click to edit mappings

Validate (recommended) ©

Verify that provisioning is working as expected before enabling the configuration by testing with individual users,
Quickly create, update, or disable the user's account in the target app based on your provisioning configuration.

o Settings O

Naotification email mail@klabier.de

Deploy &

Enabling this will provision the users and groups that are in scope as identified by this configuration.

/ - ™y
(TR rioakin Y
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Home > cellent GmbH > Azure AD Provisioning (Preview) > Scope users X

Edit provisioning configuration

Azure Active Directory
A\ Nested objects beyond the first level will not be included when using scoping filters.

] save () Restart provisioning li] Delete

O All users

Configure (®) Selected security groups

) ] . o S O Selected organizational units
Read the configuration guide for help configuring provisioning.

o ‘ Distinguished name of object ‘ m

Scope ©
Active Directory domain kbaccount.de CN=SynchedObjects_I|,0U=CustomGroups,DC=kbaccount,DC=de Remove
Scope users 2 security groups in CN=SynchedObjects,OU=CustomGroups,DC=kbaccount,DC=de Remove

Click to edit scoping

Manage attributes ©
Password hash sync Enable

Map attributes Click to edit mappin
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Home > cellent GmbH > Azure AD Provisioning (Preview) > Edit provisioning configuration >

Edit attribute mappings X

Azure Active Directory

(5] save schema X Discard changes [¥ Restore default mappings

Users / InetOrgPersons  Groups  Contacts

‘ AR Search by source or target attribute

-+ Add attribute mapping

Target attribute T, Source attribute Ty, Mapping type

AccountEnabled IIF(IsPresent([userAccountControl]), IIF(BitAn... Expression f @
Alias mailNickname Direct f @
AltRecipient altRecipient Direct VZZ2R |
Assistant assistant Direct f @
AuthOrig authOrig Direct VZ2 |
City Trim([I7) Expression f @
CommonName cn Direct / @

q »
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Home > cellent GmbH > Azure AD Provisioning (Preview) »

On-premises provisioning agents

kbaccount.de

L Download on-premises agent

Agents configured for kbaccount.de
Machine Name

SRV2 kbaccount.de

SRV1.kbaccount.de

Agents not configured for kbaccount.de
Machine Name

No results

Freitag, 23. Oktober 2020
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Home > cellent GmbH >

Azure AD Provisioning (Preview)

Azure Active Directory

| Download :

New configuration [] Review all agents {7] Logs

Provision identities from on-premises Active Directory to Azure AD. Read the ¢

Configuration Status

kbaccount.de (v] Healthy

4

Freitag, 23. Oktober 2020

Provisioning status info (Preview) X

User and group provisioning

Status
Active

Last successful run
10/22/2020, 12:04:12 PM GMT+2

Groups processed
3

Users processed
495

Job Id
AD2AADProvisioning.61d8a0b4dfca4cbeb069fa0221a91286.ffe42c24-41d9-4055-9307-
4ef74c77b03b

Password hash sync

Status
Active

Last successful run
10/22/2020, 12:03:41 PM GMT+2
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Home > cellent GmbH > Azure AD Provisioning (Preview) >

Provisioning Logs X
O Refresh == Columns ) Got feedback?
| 2 Identity Name or ID ‘ Date : Last 24 hours Show dates as: Local Status : All Action : All Source System contains Active Directory X

Target System contains Azure Active Directory < +V Add filters

Date J ldentity Action Source System Target System Status

Display Name SynchedObjects_II

10/21/2020, 6:25:39 PM Source 1D 18f5df9¢c-a008-494a-95d3 Update Active Directory Azure Active Directory Success
Target ID 9924deda-84ec-4320-ac47
Display Name SynchedObjects

10/21/2020, 6:25:39 PM Source 1D a95e0401-2f7e-4d2d-b31¢ Update Active Directory Azure Active Directory Success
Target ID 6df62cff-6754-4f96-ae23-a
Display Name VMADM_KBAccount

10/21/2020, 6:25:39 PM Source 1D 1f88b53a-3cd4-47a3-bb4¢ Update Active Directory Azure Active Directory Success
Target ID a1f1a59d-42eb-4101-9094
Display Name Steven Fischer

10/21/2020, 6:24:47 PM Source |D 8d7707fc-8088-4b75-ac51 Create Active Directory Azure Active Directory Success
Target ID cc7ccfed-d6dd-466d-9499-
Display Name Frank Shaffer

10/21/2020, 6:24:47 PM Source 1D 0b1759fe-8607-40e2-92e1 Create Active Directory Azure Active Directory Success
Target ID 45e91cb1-b8ed-414f-9750
Display Name Jesus McGrath

10/21/2020, 6:24:47 PM Source 1D b913ebf9-691b-4655-9fe6  Create Active Directory Azure Active Directory Success
Target ID Ob61a7e2-b933-41eb-924¢
Display Name Jessie Aguirre

10/21/2020, 6:24:47 PM Source 1D 48254bfb-0e15-4672-870¢ Create Active Directory Azure Active Directory Success
Target ID 5fd28cbh2-ef86-4b48-a2ch-
Display Name Kelly Toman

10/21/2020, 6:24:47 PM Source ID €58515fc-6bfc-4687-9ca9- Create Active Directory Azure Active Directory Success

Details VA
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Home > cellent GmbH > Azure AD Provisioning (Preview) >

Provisioning Logs X
O Refresh == Columns ) Got feedback?
| P ldentity Name or ID | Date : Last 24 hours Show dates as: Local Status : All Action : All Source System contains Active Directory X

Target System contains Azure Active Directory >< +v Add filters

Steven.Fischer@kbaccount.de AV

Steps  Troubleshooting & Recommendations Modified Properties Summary

™ 1. Import User from Active Directory o

“~ 2. Determine if User is in scope 0
EntrySynchronizationScoping
Result Success
Description Determine if user in scope by evaluating against each scoping filter
Active in the source system True
Scoping filter evaluation passed True
FaN

3. Provision User in Azure Active Directory o

EntryExportAdd

Freitag, 23. Oktober 2020 © cellent GmbH 31
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|

Recycle Bin

RebootNow

Shutdown...

Service
Volume

Freitag, 23. Oktober 2020

[

Trars -

@ |

AAD Cannart

& Microsoft Azure Active Directory Connect Provisioning Agent Configuration

Connect Azure AD
Connect Active Directory

Confirm

Connect Active Directory

Enter connection information for your on-premises Active Directory domains.

DOMAIN @

kbaccount.de v Add Directory

CONFIGURED DOMAINS

kbaccount.de Change Credentials Remove

Previous

© cellent GmbH
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| M 5 | Trace (9\ | b = X
Home Share View e
N I C:\ProgramData\Microsoft\Azure AD Connect Provisioning Agent\Trace| v|O| | SearchTrace r
Name Date modified Size Type A
#* Quick access .
|| ProvAgentTrace 22.10.2020 11:50 94.832KB Text Documer
Il Desktop * =
|| trace-wizard-20201022-114451 22,10.2020 11:46 2KB Text Documer
* Dowlonds *  [B) AzureADConnectProvisioningAgent_53664ab0-2150-487c-052b-830¢18665...  22.10.2020 11:30 0KB Text Documer
& Documents * [E trace-wizard-20201020-174325 20.10.2020 17:44 2KB  Text Documer
&= Pictures * B AzureADConnectProvisioningAgent_bd4ebf7a5-2672-4f7¢c-92bd-d6c638alc...  16,10.2020 15:21 2KB Text Documer
Microsoft Azure AD Connect Provisioning B AzureADConnectProvisioningAgent_c2130b59-4de3-4a52-8a85-4007f85f81...  16.10.2020 03:31 10KB Text Documer
Teice =] trace-wizard-20201015-182251 15.10.2020 18:24 2KB  Text Documer
j trace-wizard-20201015-083810 15.10.2020 08:40 5KB Text Documer
& This PC B AzureADConnectProvisioningAgent_087131c6-5241-41af-ae18-e5adbcf446...  15.10.2020 08:40 12KB Text Documer
B 3D Objects =] trace-wizard-20201015-075922 15.10.2020 08:02 4KB Text Documer
Il Desktop :'l AzureADConnectProvisioningAgent_f4db03d8-953d-4fbb-a155-97ff895b%a...  15.10.2020 08:01 2KB Text Documer
= Documents ;“; AzureADConnectProvisioningAgent_5f2e281e-8f77-4da3-a857-2cbabfdf29e1  15.10.2020 02:01 19KB Text Documer
‘ Downloads j, AzureADConnectProvisioningAgent_95005edf-1a79-46c9-a81c-15a0913581...  14.10.2020 11:51 11KB Text Documer
J’ Misse __,7 AzureADConnectProvisioningAgent_c6b%b9b7-9¢80-4e14-b2ed-641ech05e... 12,10.2020 09:28 13KB Text Documer
i \=| AzureADConnectProvisioningAgent_fd9d0278-06d5-46f3-8d8a-72e462b6f5... 07.10.2020 17:49 11KB Text Documer
| Pictives j AzureADConnectProvisioningAgent_6b2930d8-93b4-441e-9b34-462ff7ed6...  07.10.2020 17:49 12KB Text Documer
' Videos j AzureADConnectProvisioningAgent_a60249ce-73bb-492b-9835-465cd0cc1...  03.10.2020 13:20 2KB Text Documer
‘= Local Disk (C) =] AzureADConnectProvisioningAgent_6475bb82-0e7d-4849-a636-af4160370f... 03.10.2020 12:32 2KB Text Documer
$4 CD Drive (D:) VirtualBox Guest Additions :j AzureADConnectProvisioningAgent_0983638f-d8a5-44d5-b8e7-235307d1b...  14.08.2020 07:49 127KB  Text Documer
== _VMTransfer (\VBoxSvr) (Z:) :} trace-wizard-20200730-114337 30.07.2020 11:47 2KB Text Documer
\=] AzureADConnectProvisioningAgent_ef69e600-813d-4145-899%-da120b248...  30.07.2020 11:43 38KB Text Documer
¥ Network ] AzureADConnectProvisioningAgent_b424453b-916e-405¢-9101-d89214806..  26.06.2020 10:37 40KB Text Documer
B AzureADConnectProvisioningAgent_706f33d7-90f1-4e12-2815-870a7b6fa88¢c  20.06.2020 03:21 8KB Text Documer
B AzureADConnectProvisioningAgent_7bbbbc03-6a06-4162-a7c0-06bfc87c2...  28,05.2020 06:22 31KB Text Documer
E AzureADConnectProvisioningAgent_fd285¢c1d-7acb-444c-bdf6-f4adbea5f8... 13.05.2020 03:51 29KB Text Documer
j AzureADConnectProvisioningAgent_8fae07ea-4adb-4413-90ab-027125116... 2.05.2020 16:31 2KB Text Documer
_] trace-wizard-20200424-095823 24.04,2020 09:58 1KB Text Documer <
= PR . ik
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" ProvAgentTrace - Notepad Q | s - X
File Edit Format View Help
'ResponseEndpointFormat’: ‘'https://{@}:{1}/subscriber/connection’ A
‘PayloadEndpointFormat’: ‘https://{8}:{1}/subscriber/payload’
"ConfigurationEndpointFormat”: 'https://{@}:{1}/subscriber/admin’
‘ErrorEndpointFormat’: “https://{@}:{1}/subscriber/error’
'TrustRenewEndpoint': 'https://his-eurl-weurl.renewtrust.msappproxy.net/renewlrust’
‘CheckForTrustRenewPeriodInMinutes': "36@°
‘MinutesInTrustlifetimeBeforeRenew': *43208°
‘RelayReceiveTimeout’: '18675199.02:48:05.4775887"
'ResponseRetryTotalAttempts': '5°
‘ResponseRetrylInitialDelayMilliseconds': '200°
‘ResponseRetryDelayFactor’: "2°
'ProxyPortResponseFallbackPeriod’: °"1.00:00:00°
‘ResponseSigningEnabled”: 'False’
‘Triggers": "'
‘ConnectivitySettings': '{"ServicePointManagerSettings":{"ConnectionLimit":200, "MaxServicePoints":@, " "MaxServicePointIdleTimeM
00:00","KeepAliveInterval”:"00:00:10", "MaxReceivedMessageSize™:65536, "MaxConnections”:1, "EnableAutomaticReconnects”:true, "Ret
AAD Connect Provisioning Agent Information: 5 : [2020-10-87T15:49:44.0061906Z](13) AADConnectProvisioningAgent.exe Informatio
AAD Connect Provisioning Agent Information: 5 : [2020-10-87T15:49:44,0061906Z](13) Applying new settings for Proxy Trust Rene
TrustRenewEndpoint: ‘https://his-eurl-weurl.renewtrust.msappproxy.net/renewlrust’
CheckForTrustRenewPeriodInMinutes: °360°
MinutesInTrustlLifetimeBeforeRenew: °43280°
AAD Connect Provisioning Agent Information: 5 : [2020-10-87T15:49:44.0061906Z](13) AADConnectProvisioningAgent.exe Informatio
AAD Connect Provisioning Agent Inforﬂation: 5 : [2020-10-87T715:49:44.00619067Z](13) New Trust Renewal Settings have been set t
AAD Connect Provisioning Agent Information: 5 : [2020-10-87T15:49:44.0061906Z](13) AADConnectProvisioningAgent.exe Informatio
AAD Connect Provisioning Agent Information: 5 : [2020-10-87T15:49:44.0061906Z](13) Stop CloudProxyTrustRenewalPeriodicTask
AAD Connect Provisioning Agent Information: 5 : [2020-18-87T15:49:44.0061906Z](13) AADConnectProvisioningAgent.exe Informatio
AAD Connect Provisioning Agent Information: 5 : [2020-10-87T15:49:44.0061906Z](13) PeriodicTask was cancelled
AAD Connect Provisioning Agent Information: 5 : [2020-10-87T15:49:44.0061986Z](13) AADConnectProvisioningAgent.exe Informatio
AAD Connect Provisioning Agent Information: 5 : [2020-10-87T15:49:44.0061906Z](13) Run CloudProxyTrustRenewalPeriodicTask
AAD Connect Provisioning Agent Information: 5 : [20828-10-87T15:49:44.006190862](13) AADConnectProvisioningAgent.exe Informatio
AAD Connect Provisioning Agent Information: 5 : [2020-10-87T15:49:44.0061906Z](13) HttpConnectionManager updating new connect
AAD Connect Provisioning Agent Information: 5 : [2020-10-87T15:49:44.00619067Z](9) AADConnectProvisioningAgent.exe Information
AAD Connect Provisioning Agent Information: 5 : [2020-10-87T15:49:44,08061906Z](9) RenewTrustTimerCallback started.
AAD Connect Provisioning Agent Information: 5 : [2020-10-87T15:49:44.0061906Z](9) AADConnectProvisioningAgent.exe Information
AAD Connect Provisioning Agent Information: 5 : [2020-18-87715:49:44.00861906Z](9) The current TrustRenewalSettings: TrustRene
AAD Connect Provisioning Agent Information: 5 : [2020-10-07T15:49:44,0215765Z1(9) AADConnectProvisioningAgent.exe Information ¥
< >
Windows (CRLF) Ln 8, Col 38 100%
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{2 Event Viewer G‘)\ | - X
File Action View Help

o= 27 HE

{2] Event Viewer (Local) Admin Number of events: 124 Actions
+ Custom Views .
o : Windows Logs Level Date and Time Source g | | Admin -
E Application @ Information 22.10.2020 11:30:47 Microsoft Azure AD Connect Provisioning Agent = Open Saved Log...
f&] Security Information 22. 20 11:30:44 Microsoft Azure AD Connect Provisioning Agent W Create Custom View...
] Setup @Eror 22,10.2020 11:30:44 M!crosuft Azure AD Connect F'rovlls‘lon!ng Agent Import Custom View...
f&] System 0 Error 22.10.2020 11:30:44 Microsoft Azure AD Connect Provisioning Agent
-] Forwarded Events (i)Information  22.10.2020 11:30:44  Microsoft Azure AD Connect Provisioning Agent v Clear Log...
~ [ Applications and Services Logs ’(’“ a = Acsococs oo oo o s ot et i " o ¥ Filter Current Log...
fs] Hardware Events — -
- " . [=] Properties
f5] Internet Explorer Event 14000, Microsoft Azure AD Connect Provisioning Agent X
] Key Management Service : Disable Log
v 1 Microsoft General Details 88 Find..
> [ AppV
. - . ]
v [ AzureADConnect Agent is starting. W Seve Al Events As
v [] AgentUpdater Attach a Task To this L...
=] Admin View »
v ] ProvisioningAgent
{+] Admin 04 Refresh
» [0 User Experience Virtualization Help 4
— Windows
“ OpenSSH Event 14000, Microsoft Azu... =
f] Windows PowerShell [-] Event Properties
24 Subscriptions @] Attach Task To This Ev..
Log Name: Microsoft Azure AD Connect Provisioning Agent/Admin &g Copy 4
Source: Microsoft Azure AD Connedl Logged: 22.10.2020 11:30:44 e Save Selected Events...
Event ID: 14000 Task Category: None @ Refresh
Levelk Information Keywords: ™ i
User NT SERVICE\AADConnectPri Computer:  SRV1.kbaccount.de @ e
OpCode: Info
More Information: Event Log Online Help

No new notifications
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Document and compare config settings
from Staging- to Active Server

= Create config dump from AAD Connect

Server
Get-ADSyncServerConfiguration -Path
"<CompletePathToOutputFolder>"

= MUST run before switch from Staging to
Active Server

= Knowledge of Sync-Engine and Sync Terms
required to understand HTML reports

= Easy transfer of the Sync-Rules withoud
changing the GUID

Freitag, 23. Oktober 2020 © cellent GmbH
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2 CO\AADDocumenter\R O ~ ¢ = AAD Connect Config ...

AAD Connect Sync Service Configuration

Only Show Changes: M Download Sync Rule Changes Script

Hide Default Sync Rules: B Hide End-to-end Summary Flows:
Legend: Create Update Belete

Documenter Version: 1.19.0130.0

Report Date: 24.04.2020 08:23:15

Target / Pilot Config (1.2.70.0): KBCORPYSrVS

Reference f Production Config (1.3.21.0): KBCORP\Srvd

Table of Contents

AAD Connect Sync Service Configuration
Global Settings
Metaverse Configuration

Metaverse Object Types
group

person
kbcorp.de Connector Configuration
Properties
Partitions Information
Partition: DC=kbcorp, DC=de
Selected Attributes
Provisioning Rules Summary
Inbound
Outbound
Sticky Join Rules Summary
inbound
Outbound
Conditional Join Rules Summary
Inbound
NegativeRuleExample

P
oo AD A
Outbound
Svnchronization Rule

E? O

36



= m= cellent.
Synchronization — backbone of a hybrid setup awipro comparty

idFix: Housekeeping and check environment for correct attributes

= Check objects On-Premises and reports attribute values which would be reported later as errors

- .
Checks for extended attributes B IdFixversion 1.1 g
= |nput via GUI or per CSV (import and export) L3 Ouricace5 EE Accept  Apply _ Export _import __Undo
DISTINGUISHEDNAME .« OBJECTCLASS ATTRIBUTE ERRCOR VALUE UFDATE ACTION A
u Be Ca refu I ! B U I k U pd ateS ! ! CN=Ada Laurtzen OU=Cust... user mail topleveldomain launtzen@kboorp local  laurtzen@kbeor... |EDIT ~
CN=Ada Laurtzen OU=Cust... user target Address blank SMTP laurtzen... |REMOVE ~
|| Eve r‘y r‘u ] Creates LDI F f| |e fo r u g] d 0 ( * . Id |f) CN=Ada Laurtzen OU=Cust... user mailnickname blank Adalauritzen REMOVE b
CN=Adran Godin,OU=Cust... user mailnickname blank AdrianGodin COMPLETE (v
™ Ever run CreateS aISO an VerbOse flle CMN=Adrian Godin,OU=Cust... user target Address blank SMTP:Adrian@... ~
. y . . . CN=Alfred Trice OU=CustA... user mailnickname blank Alfred Trice v
with detailed information of what was successful CN=Affred Trice. OU=CustA... user targetAddress blank SMTPmail 1@k v
1 1 CN=Allan Krebs, OU=CustA. .. ilnicke blank Allankreb ~
Or not’ In Case Of an Issue an 3 User malnickname an an 3 —
CN=Allan Krebs OU=CustA... user targetAddress blank SMTP:maig9dl... REMOVE
CN=Alma Rogers.0U=Cust... user targetAddress  blank SMTP blabla@k...
CN=Alma Rogers OU=Cust... user mailnickname blank AlmaRogers ~
CN=America Tibbetts OlU=C... user mailnickname blank AmericaTibbetts v
CN=America Tibbetts, JU=C... user target Address blank SMTP newmail... ~
CN=Amy Martinez OU=Cust... user mailnickname blank AmyMartinez &l

Query Count: 21 Errer Count: 33
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Azure AD Hybrid Identity with Pass-through authentication

Identity sync Azure AD
@ Connect

Public Cloud
AAzure

] Office 365

Directory query

Application access

Q, Pass-through authentication ﬁ Authentication
# Agent v
¥ X
D ® User < Q, User sign-in Azure AD E Active
ai $ A

D Directory
Authentication
_—
¥ Agent

Source: Microsoft

Cloud On-premises
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Pass thru Authentication

a

=[z:c| . Achive
I: '~|] Directory

AuthN agent

Great user experience Secure and compliant Easy to deploy & administer
@ Same passwords for cloud-based @ Passwords remain on-premises @ Agent-based deployment
S and on-premises apps
2 @ Integrated with Self-Service @ No DMZ and no inbound firewall @ High availability out-of-the-box
S Password Reset requirements
ﬁé @ Integrated with Smart Lockout, @ No complex on-premises
3 |dentity Protection and Conditional deployments or network config
9 Access @
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