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Synchronization – backbone of a hybrid setup

Live in Murnau, near Garmisch-Partenkirchen

Have a passion for (Azure) Active Directory and
related technologies

▪ Microsoft certified since first Windows Server Active Directory

version in year 2000

▪ More then 20- years of experience in Enterprise Scenarios with

Identity Technologies

▪ Collaborating in the Microsoft Security Council Group

▪ Occasional author in the German Paper Press

About me:
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Klaus.bierschenk@cellent.de

@KlaBiers

Blog at:
https://nothingbutcloud.net/

https://nothingbutcloud.net/


Synchronization – backbone of a hybrid setup

▪ Historical topics (ILM, FIM, MIM)

▪ Azure AD Connect (components, architecting, supported scenarios, …)

▪ Topics from an architectural perspective

▪ Introduction to Azure AD Connect Cloud Provisioning (why and when?)

▪ Demos on Azure AD Connect / Cloud Provisioning

Agenda
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Synchronization – backbone of a hybrid setup

▪ It is part of the IAM-Productfamily Forefront Identity Management (FIM) or
Microsoft Identity Management (MIM)

Synchronization at Microsoft has a long historie
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Source: Oxford Computer Group

▪ MIM Sync can be used outside the Azure and Hybrid Setup…
… but you have to do your programming homework

▪ E.g. resource forest scenario

▪ Various datasources can be used. Not just AD DS

▪ SQL DB

▪ …

▪ textfiles are possible as well

▪ Core technology of the Identity Suite is the Synchronization Service.
AAD Connect has under the hood the synch service
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Data flow and internal components
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Data flow and components … another view

Often used terms with sync technology

- Metaverse (MV)

- Connector Space (CS)

- Management Agent (MA)
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▪ FIM Sync as a „bridge“ to Azure

Components! What‘s on the box after setup?
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▪ Azure AD Connect (Setupmodul)

▪ Synchronization Rules Editor
(Attribute based filtering)

▪ Powershellmodule ADSync
(e.g. to set the sync schedule)

▪ SQL Server 2012 Express LocalDB
(10GB limitation)

▪ Synchronization Service
(Admintool)
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Demo: Azure AD Connect
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Supported
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Synchronization – backbone of a hybrid setup

Supported
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Multiple Forest Environment
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Synchronization – backbone of a hybrid setup

High Availlability

▪ Is HA really required?

▪ No Farmsetup – every AAD Connect Server 
has it‘s own independent config

▪ What will happen when an issue occurs?

▪ Staging Server concept

▪ HA for SQL can make sense in large 
enterprises. Setup with
„useexistingdatabase“switch (Link)

What else can (should) be discussed from an architecting perspective (planning)?
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Filtering on multiple level possible

▪ DomainLevel

▪ OU

▪ Attribute (Rule Editor) DEMO ☺

▪ Which tool for what level of filtering?

▪ Have a lab availlable for testing (or at 
least a staging)



▪ Eliminates a couple of disadvantages from AD 
Connect Server (SQL, Staging, HA, …)

Synchronization – backbone of a hybrid setup
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▪ Public Preview since Ignite 2019 

Overview of Azure AD Connect Cloud Provisioning

▪ Perfect in disconnected environments

▪ Lightwight agent On-Premises

▪ Couple of features missing

▪ Central management in Azure Portal
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Demo: Azure AD Connect Cloud Provisioning
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Comparing AD Connect with AD Connect Cloud provisioning – major topics

Feature Azure AD Connect Azure AD Connect Cloud 
Provisioning

Configuration is stored on-premises DB Azure

Central management in the Azure Portal ✓

Multiple disconnected forest support ✓

Filtering on Attribute Level ✓

Writeback support ✓

On-Premises Agent HA ✓

Synchronize customer defined attributes ✓

Powershell support ✓

More features are availlable here today with CP. Check product web site for details and comparizon

https://docs.microsoft.com/en-us/azure/active-directory/cloud-provisioning/what-is-cloud-provisioning?toc=https%3A%2F%2Fdocs.microsoft.com%2Fen-us%2Fazure%2Factive-directory%2Fcloud-provisioning%2Ftoc.json&bc=https%3A%2F%2Fdocs.microsoft.com%2Fen-us%2Fazure%2Fbread%2Ftoc.json
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Azure AD Connect Cloud Provisioning timeline (this was announced at Ignite)

Release Functionalities

Initial - All former mentioned features

Public preview refresh
update (Ignite 2020)

- Improved User Experience
- On demand provisioning with single user
- Improved troubleshooting experience
- Attribute mapping and transformations UX

GA (end of year 2020) - Password Writeback (SSPR)
- gMSA support
- Performance improvement for initial sync cycle
- Improved health info into the portal
- Extended on-demand provisioning
- Prevention of accidental deletes
- Azure Monitor Workbooks

To
d

ay



Synchronization – backbone of a hybrid setup

Recommendations? What next steps makes sense?
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How to improve my knowledge? Recommended sources …

▪ Semperis with HIPC, Podcast, conference, Video Material, Oxford Computer Group

▪ Jorge for quest website. Many articles about Synchronization: from FIM to AADConnect
and lots of other informations

How to continue with CP?

▪ Keep an eye on the Microsoft web site for the next version update. It is GA and coming
soon (end of year 2020, announced at MS Ignite)

What else?

▪ Check my two Blog articles about synchronization and Azure AD Connect Cloud Provisioning

▪ In German: the it-Administrator magazine for the article about AAD Connect and Azure AD 
Cloud Provisioning

https://jorgequestforknowledge.wordpress.com/
https://nothingbutcloud.net/
https://www.admin-magazin.de/Das-Heft/2020/06/Azure-AD-Connect-Cloud-Provisioning
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FIM/MIM Link Collection (Huge list! Not totally new but perfect to understand FIM/MIM/Sync)
https://social.technet.microsoft.com/wiki/contents/articles/3610.fim-2010-mim-2016-related-wiki-articles.aspx#FIM_Understanding_Article

It is actually possible to synchronize different portions of AD to different tenants too. See this article for limitations of this approach. 
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-topologies#each-object-only-once-in-an-azure-ad-tenant

IdFix: Guide (also included in Download)
https://docs.microsoft.com/en-us/office365/enterprise/install-and-run-idfix
https://microsoft.github.io/idfix/

AADConnectConfigDocumenter
https://github.com/Microsoft/AADConnectConfigDocumenter

Azure AD Pricing (AAD Connect / Health included)
https://azure.microsoft.com/en-us/pricing/details/active-directory/

Hardening Service Accounts from AADConnect
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-accounts-permissions

Supported Scenarios
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-connect-topologies#each-object-only-once-in-an-azure-ad-tenant

Use existingdatabase switch
https://docs.microsoft.com/de-de/azure/active-directory/hybrid/how-to-connect-install-existing-database
https://docs.microsoft.com/de-de/azure/active-directory/hybrid/how-to-connect-install-move-db

Start to find out what is possible with Cloud provisioning
https://docs.microsoft.com/en-us/azure/active-directory/cloud-provisioning/

Additional links:
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https://social.technet.microsoft.com/wiki/contents/articles/3610.fim-2010-mim-2016-related-wiki-articles.aspx#FIM_Understanding_Article
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-topologies#each-object-only-once-in-an-azure-ad-tenant
https://docs.microsoft.com/en-us/office365/enterprise/install-and-run-idfix
https://microsoft.github.io/idfix/
https://github.com/Microsoft/AADConnectConfigDocumenter
https://azure.microsoft.com/en-us/pricing/details/active-directory/
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-accounts-permissions
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-connect-topologies#each-object-only-once-in-an-azure-ad-tenant
https://docs.microsoft.com/de-de/azure/active-directory/hybrid/how-to-connect-install-existing-database
https://docs.microsoft.com/de-de/azure/active-directory/hybrid/how-to-connect-install-move-db
https://docs.microsoft.com/en-us/azure/active-directory/cloud-provisioning/


Your Feedback is important!

http://feedback.identitysummit.cloud/

CLOUD IDENTITY

SUMMIT ‘20

Thanks to our sponsors!
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Backup Slides
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Backup
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Synchronization – backbone of a hybrid setup

▪ Create config dump from AAD Connect 
Server
Get-ADSyncServerConfiguration -Path 

"<CompletePathToOutputFolder>"

▪ MUST run before switch from Staging to
Active Server

▪ Knowledge of Sync-Engine and Sync Terms 
required to understand HTML reports

▪ Easy transfer of the Sync-Rules withoud
changing the GUID

Document and compare config settings
from Staging- to Active Server
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idFix: Housekeeping and check environment for correct attributes

▪ Check objects On-Premises and reports attribute values which would be reported later as errors

▪ Checks for extended attributes

▪ Input via GUI or per CSV (import and export)

▪ Be careful! Bulk Updates!!

▪ Every run creates LDIF file for undo (*.ldif)

▪ Every run creates also an verbose file
with detailed information of what was successful
or not, in case of an issue
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